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Dr. Ralph Lange
ralph.lange@de.bosch.com
linkedin.com/in/ralphlangel/

A Head of robotics research portfolio at Bosch
A Chief expert for robotics systems and software engineering

A Principal investigator in EU project OFERA (2018-2021),
which launched micro-ROS, and in CONVINCE (since 2022)
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Motivation

Key characteristics of robotics SW engineering:

A Very complex products d from sensor hardware to Cloud
A Embedded systems (with varying depth)

A Need for robot autonomy in unknown environments

A Small development teams

How to create good products of high quality

efficiently under these circumstances?

BOSCH




1hGTTET & #HggH&eeT gHg EHe 4é&T1 gG

Agenda

A Short introduction to robotics at Bosch (slides shown but not included here)

A Quality of SW-intensive products d some theoretical background
- Norms for QA and agile processes
- Quality processes at Bosch

A Learnings and best practices along the typical robot SW stack
- Microcontrollers
- Skills / capabilities
- Middleware and execution management
- Simulation
- Deliberation / decision-making

A Example for classical model-checking with Spin

CR/PJ-ROB CE-RSE | 2024-06-07

BOSCH



O 2 Quality of SW -intensive

products d some theoretical
background
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Software Engineering and Verification in Robotics at Bosch
ISO 25010 d Quality has Many Facets

Functional Suitability Appropriateness, accuracy

Reliability

Availability, fault tolerance, recoverability

Performance efficiency

Time-behavior, resource-utilization

~

SW Product I - Hel EegGgl |
Quality
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Security

Confidentiality, integrity, authenticity, non-I € H#1 e § E 1

[{®]4

Compatibility Replaceability, coexistence, interoperability

Maintainability +heT GET gl j¢ TE&ETTEegGyglj¢ EF
Transferability Portability, adaptability, installability
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Software Engineering and Verification in Robotics at Bosch
/| TEGQGI j TTTTEHEéE gH 1HRYHI?? ! | E

Product Product
Backlog Backlog

Select Sprint
Backlog

Sprint
Backlog

Plan Sprint
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Automated
& manual

Functional tests

Examples Scenarios
Story tests Usability testing
s Prototypes User acceptance testing
QO ) ) ) .
p Simulations Agile field tests
£
5
Q. .
= . Performance and load testing
%) Unit tests : :
Security testing
Component tests . e A
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Technology facing
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Business facing
Manual
Exploratory testing
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Software Engineering and Verification in Robotics at Bosch
SW Quality Gates along the overall Quality Process
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O 3 Learnings and best

practices along the
typical robot SW stack

BOSCH



Software Engineering and Verification in Robotics at Bosch
A Very Generic Robot SW Stack

Ul, app, fleet management,
Management o eft GEET T gHg

. . Task planning, task control,
Deliberation  ,cpaviorsg 2

Object recognition, human tracking,
Skills SLAM, motion planning and control, |
gT ET #HgHg¢ HET GGET gh

Middleware(s)
Device drivers

-H#HET ET gHG 1) 71

-8y .
- . ‘
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Software Engineering and Verification in Robotics at Bosch
Microcontrollers

Rgbots are networks.of _mlcroprocessors and Lessons learned and best practices
microcontrollers A distributed system

Typical challenges and issues
A Time-consuming programming

A Breaks in toolchains
ARET eT ET & §iT1&7T cEEeGeET ¢ A HW monitoring and diagnostics

A Develop on stronger compute platform first

A Specific debuggers
A Time stamping and synchronization

/PJ- -RSE | 2024-06-07
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https://commons.wikimedia.org/wiki/File:Hamburg-CTA-AGV-2008.JPG
https://creativecommons.org/licenses/by/3.0/deed.en

Software Engineering and Verification in Robotics at Bosch
Micro-ROS

C API rcl + rclc: gcin\/éergﬁn%eﬁu?c’gonsh

rmw d middleware interface
Micro XRCE-DDS Client

eedl ghH
FreeRTOS, Zephyr, NuttX¢g z

Kaiwalya Belsare, et al.: Micro -ROS. In: Robot
Operating System (ROS): The Complete
Reference (Volume 7), Springer, pp. 3d55, 2023.
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13: micro-ROS  Overview  Concepts

Tutorials API

|-
ses

Blog

Q| Search via Lunrjs Q

ROS

micro-ROS puts ROS 2 onto microcontrollers

f Mission

Bridging the gap Dbetween resource-constrained
microcontrollers and larger processors in robotic
applications that are based on the Robot Operating
System.

@ micro-ROS puts the Robot ...

Why Microcontrollers?

Microcontrollers are used in almost every robotic product.
Typical reasons are:

« Hardware access
s Hard low-latency real time

@ Key Features

+ Microcontroller-optimized client APl supporting all major
ROS concepts

v Seamless integration with ROS 2

+ Extremely resource-constrained but flexible middleware

+ Multi-RTOS support with generic build system

+ Permissive license

+ Vibrant community and ecosystem

+ Long-term maintainability and interoperability

+ Natively integrated into Vulcanexus, the all-in-one ROS
2 tools set

+ Much more...

& Architecture

The architecture of the micro-ROS stack follows the
ROS 2 architecture. Dark blue components are developed
specifically for micro-ROS. Light blue components are
taken from the standard ROS 2 stack.

ROS API fel # rclc:

in C language

>
& Getting Started

Our tutorials and demos give you a quick start with micro-
ROS. The basic tutorials can even be completed without
a microcontroller.

rliefo-RQS meets Movelk

!

~ P

micro-ROS meets Movelt 2!

a' Commercial support

eProsima provides commercial support to boost micro-
ROS projects:

 Port micro-ROS to your platform (HVW, RTOS, transport)
 Efficient & reliable communication layer between pC
and DNS Nata Snace (ROS 9%

https://micro.ros.org/




Software Engineering and Verification in Robotics at Bosch
Micro-ROS

Hardware supportw Sy Sal & 9 YRaskil £ @? @ ¢SSyae ) {¢aoH (
RTOSbare metal (Arduino)w MbedOS w %S LIK & NJ w Nutb®Ndb S W h { )

Middleware: static memory poolsw thread-safety w embedded RTPS RMW beta support

Client library: parameters w node lifecyclew ROS graptiwd SNIWA 0Sa RAIFIy2aiA0:

Build systems{ ¢ aoH/ dz6 Sa- kL59 W I NRdzA y 2 w 9{toH L5C
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Software Engineering and Verification in Robotics at Bosch
Skills (Capabilities)

Most development-intensive layer. * 87T hAT GEET Hee EHe é:q¢

A Systematic scenario catalogs for

Typical challenges and issues _ : _
requirements engineering

A Reuse of existing SW assets

A Modularization for such reuse and for
parallelization of development

A High computational complexity
A Special demands on compute hardware
A Explainability and debuggability

A Design as native libraries with separated
ROS interfaces

Afor stand-alone testing and debugging
Aand flexible integration larger subsystems

A Regression and KPI testing

A Balanced strategy between component
and system testing

A Explicit contingency and error handling

18 1 0D D PO# #R 0 ASH BOSCH




Software Engineering and Verification in Robotics at Bosch
Architecture Drivers and Characteristics

Technical Quality
Constraints Characteristics

Business

Constraints

BOSCH




1. Approach: Pass applicatiorspecific duration,
time-point and clock representations
as template arguments <D, T,C>

ros.:Duration My action

ros:Time  Impl. in ROS

ActionFunctionsD,T,C>
| OUA2Y5A&EN I

5 NJ X YR 2GKSN

1 N AL

N GAYS

+ Ensures that timgpoints fit to clock (w.r.t. epoch)
¢ Major parts of my librarjnave tobe templated

2. Approach: Conversion to some librarnternal
representation and use of hook functions

ros.:Duration My action
ros:Time  impl. in ROS

Conversion by function template

InternalDuration
Internal Timepoint

Hook functions:
- InternalTimepoinhow()
- void waitAtMostuUntik..)

ros.:time::now()
+ Simple, lightweight internal duration and tirp@int

representation
¢ Computational overhead for conversion
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Quality Level 2

These are packages which need to be solidly developed and might be used in production environments, but are not strictly required, or are commonly
replaced by custom solutions. This can also include packages which are not yet up to ‘Level 1" but intend to be in the future.

Package Requirements
Requirements to be considered a 'Level 2' package:

1. Version Policy:
i. The same as 'Level 1' packages
2_Change Control Process:
i. Must have all code changes occur through a change request (e.g. pull request, merge request, etc.)
ii. Must have confirmation of contributor origin (e.g. DCO, CLA etc.)
iii. Must have Continuous Integration (Cl) policy for all change reguests
3. Decumentation:
1. Must have documentation for each "feature” (e.g. for rclcpp: create a node, publish a message, spin, efc.)
i Must have a declared license or set of licenses
iii. Must state copyrights within the project and attribute all authors
iv. Must have a "quality declaration" document, which declares the guality level and justifies how the package meets each of the requirements
a. Must have a section in the repository's "README"™ which contains the "quality declaration” or finks to it
b. Should register with a centralized list of 'Level 2' packages, if one exists, fo allow for peer review of the claim
c. Must reference any Level 2'lists the package belongs fo, and/or any other peer review processes undergone
4. Testing:
i Must have system tests which cover all items in the "feature” documentation
ii. Code Coverage:
a. Must have code coverage tracking for the package
iii. Linters and Static Analysis
a. Must have a code style and enforce it
b. Must use static analysis tools where applicable
5. Dependencies:
i. Must not have direct runtime "ROS" dependencies which are not 'Level 2' dependencies, but...
ii. May have optional direct runtime "ROS" dependencies which are not 'Level 2', e g. tracing or debugging features that can be disabled
iii. Must have justification for why each direct runtime "non-ROS" dependency is equivalent to a 'Level 2' package in terms of quality
G. Platform Support:
i. Must support all target platforms for the package's ecosystem.
= For ROS 2 this means supporting all tier 1 platforms, as defined in REP-2000
7. Security
1. Must have a declared Vulnerability Disclosure Policy and adhere to a response schedule for addressing secunty vulnerabilities

If the above points are satisfied then a package can be considered 'Level 2'. Refer to the detailed description of the requirements following the Quality
Level 1 section above for more information.

Quality Level 3

These are packages which are useful for development purposes or introspection, but are not recommended for use in embedded products or mission
critical scenarios. These packages are more lax on documentation, testing, and scope of public API's in order to make development time lower or foster
addition of new features.

Package Requirements
Requirements to be considered a 'Level 3' package:

1. Version Policy:
I. The same as 'Level 1' packages, except:
a. No public APl needs to be explicitly declared, though this can make it harder to maintain APl and ABI stabiiity
b. No requirement to keep API/ABI stability within a stable ROS release, but it is still recommended
2. Change Control Process:
i. Must have all code changes occur through a change request (e.g. pull request, merge request, etc.)
ii. Must have Continuous Integration (Cl) policy for all change requests
3. Documentation:
i. Must have a declared license or set of licenses

https://ros.org/reps/rep -2004.html




Software Engineering and Verification in Robotics at Bosch )
| TEGQI | 1EEHET ghT EHe Il EGgIl e EI

Al TEG§T|] 1EeéHETghT q5GEI eh 7é& Héeéee gH hilT ThGT

Quality goals Scenarios Solution approach Mandatory = Technical Link  Basic test plan Extended test
(Priority) What shall be achieved How do you want to solve it? :_“ QTE;(IIW risk How do you want to plan
triggered by what in eve High, mitigate the risk In case of a field
e what circumstances? Medium, (Analysis, tests, release what do
What qualities . .
hall be achieved Low special reviews, you want to do
s Why? ATAM, .. )? in addition?

with what priority?

A Architecture fitness functions:q Hj &EGEHgT ¢ 1 GET #H&T GhT g7 EH
Thge ETEGgIEEIT1T1T¢é& EGETEEI T §giTgE hl EhgeégHET §h
ed#1 hGT T ghHET | TEGgI 6ET1T&j¢ $hTe &1 EG¢ RrRr1
CR/PJ-ROB CE-RSE | 2024-06-07 BOSCH
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Explicit Contingency and Error Handling

move base (ROS 1)

"move_base_simple/goal"
geometry_msgs/PoseStamped
|

Navigation Stack Setup

"/map"

move_base l

A7

global_planner 4— global_costmap

nav_msgs/GetMap ‘ (LT

sensor transforms Wi internal y . T
tftfMessage nav_msgs/Path | (recovery_behaviors )
"odom"

odometry source

local_planner  }=<—— local_costma
nav_msgs/Odometry P < - - P

"cmd_vel"|geometry_msgs/Twist

base controller

23 CR/PJ-ROB CE-RSE | 2024-06-07

sensor topics
sensor_msgs/LaserScan Sensor sources
sensor_msgs/PointCloud

provided node
optional provided node

platform specific node

Navigation 2 (ROS 2)

NaVigateTOPOSe T nav2_msgs/action/NavigateToPose

e I

BT Navigator Server

Behavior Tree Plugins

TF Transforms
— / | FP

tf2_msgs/msg/TFMessage

Controller
Server

Control Plugins

Recovery
Server

Recovery Plugins

Costmap Sub.
Footprint Sub.

map

'\CP‘

Planner
Server

Planning Plugins

~

Behavior Tree

Sensor Data

sensor_msgs/msg/PointCloud2

sensor_msgs/msg/LaserScan

%

cm d_vel l geometry_msgs/msg/Twist

Topic —>  Action <——>

CP = ComputePathToPose
FP = FollowPath

BOSCH




Software Engineering and Verification in Robotics at Bosch
Middleware and Execution Management

Thf) qluAe P etween_the §kiIJs _coAmpovnents ivS m9rei Lessons learned and best practices
egGGQgET GI | GEH e HeEIl ee Z

A No simple one-fits-all middleware solution

Typical challenges and issues A"e7TggH GET gel e&l &l g
A but inherent trade-off between
determinism and latency

A Lack of o A Different strict definitions of determinism
ack or determinism and causality in distributed systems

A Parallelization and race conditions A Separate between component and
A Launch-specific glue code execution granularity

A Diagnostics and tracing of execution and
communication

A Utilize events feature of ROS 2 launc

A Bad middleware performance
A Discovery issues and instable launch

CR/PJ-ROB CE-RSE | 2024-06-07
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Software Engineering and Verification in Robotics at Bosch
Quality Characteristics Comparison for DDS

Flexibility Quiality of Service configurable QoS presets

Performance Throughput > Latency

Changeability Networks rarely need changing  Networks change constantly
Technical accessibility Networking experts assumed

Compatibility/Interoperability Multicast is widely available Multicast never works
Resource utilization Networks have high throughput

Fault tolerance Faults may impact equally Faults should be isolated
Interoperability Tooling is specific

CR/PJ-ROB CE-RSE | 2024-06-07
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2021 ROS Middleware Evaluation Report

ROS 2 Middleware evaluation reports for each ROS release

View on GitHub

2021 ROS Middleware Evaluation Report

October 14, 2021

Prepared by: Katherine Scott, Chris Lalancette, Audrow Nash

Index

Introduction

Executive Summary

Build Farm Performance Metrics
REP-2004 Code Quality Metrics
GitHub User Statistics

User Survey Results

DDS Provider Responses
Appendix

Introduction

-

https://osrf.github.io/TSC -RMW-Reports/



Software Engineering and Verification in Robotics at Bosch
FogROS (UC Berkeley)

Robotic Researchers & Developers
Robotic Al in the Cloud is very appealing.
1. Limitless computation in the Cloud

Challenge

A Lack of transparent, convenient, and secure

system to migrate ROS application to the
Cloud for Robotic Al

& Robotic Al @
O

CR/PJ-ROB CE-RSE | 2024-06-07
27 BOSCH

2. Scalable deployments
3. Ease of maintenance and updates




Software Engineering and Verification in Robotics at Bosch
FogROS (UC Berkeley)

Advantages
A Cross domain, point-to-point, secure connectivity
A Convenient: ROS2 app. A Cloud

V Without any network configurations
V Only few lines of launch file modification to migrate
the original ROS2 node(s) to the Cloud

Shipping ) = =E.Warehouse

Company ' : = 'Gompany !
% © 7 Z Z L ' vl W""- mu
% T B B, U, B % 06, [PARQs2Galactio s
Z (& " "
Uy w9 % 0 R ROSZ Humbl ==
7 O,) Z L,(, (O % 7),
2 & %%° % 2 Model 1
FogROS2| X — b S X v ‘

FogROS2-SGC| v v v v v v
Not supported [ — | Nottrivial [ ¥ | Supported

. Teleoperators

B/

Platform for Secure Global Connectivity . IROS 2023.
https://sites.google.com/view/fogros2-sgc.

@ Kaiyuan Chen, et al.: FogROS2-SGC: A ROS2 Cloud Robotics

CR/PJ-ROB CE-RSE | 2024-06-07
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Software Engineering and Verification in Robotics at Bosch
FogROS (UC Berkeley)

Results

A YOLO running on robot (Raspberry Pi)
A SAM running in the cloud (hot standby)
A Seamless swapping of algorithms on the fly

¥ Robot can profit from better Object Detection /
Segmentation when connected to the Cloud

< FogROS2-SGC > GPU

axD
Yolo SAM

CR/PJ-ROB CE-RSE | 2024-06-07
29 BOSCH




Software Engineering and Verification in Robotics at Bosch
Example for Multi-threading Issue from ROS 1 Move Base

B message stamp -> after tf scan local_costmap/obstacle_layer-timestamp
Bmm after tf scan local_costmap/obstacle_layer-timestamp -> trigger update local_costmap-timestamp
250 - mmm trigger update local_costmap-timestamp -> local planner-timestamp
mmm |ocal planner-timestamp -> /navigation_velocity_smoother/raw_cmd_vel-timestamp
200 -
150 -
100 -

50 -

%5

CR/PJ-ROB CE-RSE | 2024-06-07
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Software Engineering and Verification in Robotics at Bosch
Example for Multi-threading Issue from ROS 1 Move Base

O Receive Scan —

— waitForTF  —% Update Costmap O Tracepoint
Receive Pose — Write Costmap Thread

- e ——
Spin Thread m

Read
Control Rate ———> © Compute Control Command —*O Publish cmd_vel

Control Thread

A Time Definitions:
- "Y LIDAR scan n is complete
- "Y costmap is updated with scan n
- "Y local planner starts computing control k

Aqle BT AT "®IEY w&aTIiAD gy "Y)

CR/PJ-ROB CE-RSE | 2024-06-07
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Software Engineering and Verification in Robotics at Bosch
Example for Multi-threading Issue from ROS 1 Move Base

A Add notification so that controller runs after costmap update

message stamp -> after tf scan local_costmap/obstacle_layer-timestamp

after tf scan local_costmap/obstacle_layer-timestamp -> trigger update local_costmap-timestamp
trigger update local_costmap-timestamp -> local planner-timestamp

local planner-timestamp -> /navigation_velocity_smoother/raw_cmd_vel-timestamp

250 -

200 -

150 -

100 -

Ingo Lutkebohle: Determinism in ROS d or when
things break sometims es and how to fix it . Talk at
ROSCon 2017. https://vimeo.com/236186712.

32 CR/PJ-ROB CE-RSE | 2024-06-07



https://vimeo.com/236186712

Software Engineering and Verification in Robotics at Bosch
Next Step: Tool support for Tracing and Diagnostics

ROS 2 Tracing ROS 2 Diagnostics
@ instrumentation @ acepoint i <z- -y A Bosch ported diagnostics to ROS2
- racetoolsfq-—-—-—~—— - » lracer ! , . . ..
package| function call o cal oo A Maintained by Christian Henkel and others
- > Tracer !

————— / A TopicDiagnostics checks

A Developed by Ingo Liitkebohle (Bosch) and - Min/max message age

Christoph Bédard (Apex.Al)
A Instruments pub/sub and callbacks

- Min/max frequency
- Min/max jitter
A Common diagnostics
- CPU usage monitor
- NTP (time-sync) monitor

A Integration with launch
A Basic analysis tooling

ros2_tracing . Talk at ROS World 2021.
https://vimeo.com/652633418.

@ Christophe Bédard: Tracing ROS 2 with

CR/PJ-ROB CE-RSE | 2024-06-07
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https://vimeo.com/652633418

Software Engineering and Verification in Robotics at Bosch
Design of ROS 2 Standard Executor

3) execute /
A A
rcl d ROS Client Support Lib
L T]
1) wait 2) take rmw d middleware interface
: of1]
\j rmw adapter

S LR

/goalt /cmdt /odomt

34 CR/PJ-ROB CE-RSE | 2024-06-07

FastDDS, Cyclone, Connext ¢




Software Engineering and Verification in Robotics at Bosch
Design of ROS 2 Standard Executor

\ A

4

rcl d ROS Client Support Lib

Decision on processing order is ddl : ¢
distributed to middleware and client lib MY (€ LR TS (E1EEE
' rmw adapter
R LR

FastDDS, Cyclone, Connext ¢

/goalt

35 CR/PJ-ROB CE-RSE | 2024-06-07

/cmdt /odomt




Software Engineering and Verification in Robotics at Bosch
Refinement of Interface to Callback Groups

ool smcongd

\ 3 )

Thread A Thread B

A A A rcl d ROS Client Support Lib
1] []

rmw d middleware interface

rmw adapter

FastDDS, Cyclone, Connext ¢

36 CR/PJ-ROB CE-RSE | 2024-06-07




Software Engineering and Verification in Robotics at Bosch
Z0o0 of Executors d all with the Refined Interface

(

Executor

J

4 SingleThreaded )
Executor

(

MultiThreaded
Executor

\

Ralph Lange: Advanced Execution Management with

ROS 2 Talk at ROS Industrial Conference 2020.

(StaticSingIeThreaded\
Executor

(

Events )
Executor

BOSCH



https://www.youtube.com/watch?v=Sz-nllmtcc8&t=109s

Software Engineering and Verification in Robotics at Bosch
Typical Execution Patterns

IMU
g Control loops sense m act

]

@10Hz

@500Hz /
?)f:\se
a Data fusion AT
.

Obstacle
avoidance

o Prioritized paths
IMU

BOSCH



Software Engineering and Verification in Robotics at Bosch

Key Concepts of rclc Executor (micro-ROS)

o Individual registration of each callback onGoal @ -

g Not uncommon in deeply embedded software

nextCmd. processOdom.

\

) K

o User-defined processing sequence

)

100ms task 20ms task
g Custom trigger conditions A A
- trigger only if R
o Optional: LET semantics gogj 88 Cr);d
0]

1
Kaiwalya Belsare, et al.: Micro -ROS. In: Robot
Operating System (ROS): The Complete Reference

(Volume 7), Springer, pp. 3d55, 2023.

Jan Staschulat: Real-Time Programming with ROS 2 .
Workshop at ROSCon 2023. /goal

39 CR/PJ-ROB CE-RSE | 2024-06-07

/cmdt

v

&

/odomt

BOSCH


https://ros-realtime.github.io/roscon-2023-realtime-workshop/

Software Engineering and Verification in Robotics at Bosch
Broadcast Semantics

Total
Reliable order Atomic
broadcast broadcast
FIFO order

FIFO
broadcast

FIFO atomic

broadcast

Causal order

Causal atomic
broadcast

Causal
broadcast

broadcasts and related problems.  Distributed
Systems, ACM & Addison-Wesley, New York, 1993.

@ Vassos Hadzilacos and Sam Toueg: Fault -tolerant

CR/PJ-ROB CE-RSE | 2024-06-07
40 BOSCH




Software Engineering and Verification in Robotics at Bosch
ROS 2 Managed Nodes (Lifecycle Nodes) and Launch

e d Unconfigured

A Standardized runtime lifecycle per node

A Differentiation between primary and
transitions states (not depicted here)

via APl and tools @

)

A Transitions can be triggered and queried ( )

A Allows well-defined start-up of pipelines
and stacks

4 l CR/PJ-ROB CE-RSE | 2024-06-07
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Software Engineering and Verification in Robotics at Bosch
ROS 2 Managed Nodes (Lifecycle Nodes) and Launch

A Standardized runtime lifecycle per node

activate_delay node = launch.actions.EmitEvent(event=launch_ros.events.lifecycle.ChangeState(

A TranSItlonS Can be trlggered and querled lifecycle_node_matcher=launch_ros.events.lifecycle.matches _node name("/example/transport_delay”),
. transition_id=lifecycle msgs.msg.Transition.TRANSITION ACTIVATE))
via APl and tools

configure_pendulum_node = launch.actions.EmitEvent(

A Dlﬂerentlatlon between prlmary and event=launch ros.events.lifecycle.Changestate(
. . lifecycle node_matcher=launch_ros.events.lifecycle.matches node name("/example/damped pendulum™),
transitions states (not deplcted here) transition_id=lifecycle msgs.msg.Transition.TRANSITION_CONFIGURE))

A Allows well-defined start-up of pipelines
and stacks

CR/PJ-ROB CE-RSE | 2024-06-07
BOSCH



Software Engineering and Verification in Robotics at Bosch

Simulation

We all know the sim-to-I & E G

Typical challenges and issues

A Blind believe in simulation

A Efficient simulation

A Precision of simulation models
A Deterministic recomputation

43 CR/PJ-ROB CE-RSE | 2024-06-07

g

E H

Z

Lessons learned and best practices

A Use specific simulation engines in addition
to general 3D physics simulator

A Co-simulation (e.g., with FMI)

A Early real-world testing with prototypes

A Know the limits of your simulation models
and simulators

A Combine simulation with real data

A Aim for deterministic simulation

BOSCH




Software Engineering and Verification in Robotics at Bosch
Interfaces and Aspects of Typical 3D Physics System Simulation

Automation and monitoring

Deliberation _ _
Scenario generation
Aggregation and analysis

SIS

Appropriate level of detail

Z Use specific simulation environments

L]

Z Co-simulation

Computing platform effects
Sensor and actuator simulation
Robot and scene modeling

Rigid body dynamics, soft bodies,
fluids, and agents
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Software Engineering and Verification in Robotics at Bosch
Limitations of Physics Engines: Complex Constraints

Videos by Computer Animation Group (Prof. Jan Bender)
from RWTH Aachen
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Software Engineering and Verification in Robotics at Bosch
Limitations of Physics Engines: Bore Torque Effect

(@)
S

p=—r|(v—w-Ayew) -sin(p) — (W Atew) - cos(e))

1

TCW

Y= —"[(v—w-AYew) - cos(p) + (w - Azcy,) - sin(p)]
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Software Engineering and Verification in Robotics at Bosch
Limitations of Physics Engines: Bore Torque Effect
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Software Engineering and Verification in Robotics at Bosch
Co-Simulation with Functional Mock-Up Units

m 4C - @Source - Adams - AGX Dynamics - AMESim - ANSYS DesignXplorer - ANSYS SCADE Dis
JE Suite - ANSYS Simplorer - AUTOSAR Builder - AVL CRUISE - AVL CRUISE M - AVL Model.COI
? Automation Studio - BEAST - Building Controls Virtual Test Bed - Cameo Simulation Toolkit (Magic
oe - CarMaker - CarSim - CATIA - ControlBuild - Coral - CosiMate - CPPFMU - Cybernetica CENIT -
CCOSIM - DAE Tools - DAFUL - DS - FMU Export from Simulink - DS - FMU Impeort into Simulink -

[ ]
i F u n Ct | O n a I \LEXIO - dSPACE SYNECT - dSPACE TargetLink - dSPACE VEOS - Dymola - DYNA4 - Easy5 - Ec
nergyPlus - ETAS - ASCMO - ETAS - FMI-based Integration and Simulation Platform - ETAS - FMU
"TAS - FMU Generator for Simulink® - ETAS - INCA-FLOW (MiL/SiL Connector) - ETAS - ISOLAR-
I M O C k— U p ETAS - LABCAR-OPERATOR - Flowmaster - FMI Add-in for Excel - FMI add-on for NI VeriStand -
v ]

for Simulink - FMI Composer - FMI Library - FMI Target for Simulink Coder - FMI Toolbox for MATL/
VIl4j - FMPy - FMU-proxy - FMUSDK - General Energy Systems (GES) - GT-SUITE - Hopsan * IBM
I n t e rfa C e '0S Independent Co-Simulation - IGNITE - INTO-CPS Co-simulation Orchestration Engine (COE) -
lica.org - LMS Virtual.Lab Motion - MapleSim - MESSINA - MoBA Lab - Morphee - MpCCI Couplingt
LabVIEW - OpenModelica - OPTIMICA Compiler Toolkit - optiSLang - Overture - PROOSIS - Ptoler
- RecurDyn - Scilab/Xcos FMU wrapper - Silver - SIMPACK - Simulation Workbench (SimWB) - Sim
Activate - Squish GUI Tester - SystemModeler - TLK FMI Suite - TLK TISC Suite - TRNSYS FMU E
Ilation Framework - TWT FMU Trust Centre - VALDYN - Virtual Engine - WAVE-RT - XFlow - xMOD

CR/PJ-ROB CE-RSE | 2024-06-07
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Software Engineering and Verification in Robotics at Bosch
Co-Simulation with Functional Mock-Up Units

m " Functional
] Mock-Up
e |Nterface

A Shared library

A Equations
A Solver

A modelDescription.xml
A Optional: C sources

BOSCH



Software Engineering and Verification in Robotics at Bosch
Simulating and Understanding Bore Torque Effects

18.2
12.3 ¢

[[A]

-11.5 F
-18.7 £

15.5 16.5 17.5

Nikolas Schroder, Oliver Lenord, and Ralph Lange: Enhanced
Motion Control of a Self -Driving Vehicle Using Modelica ,
FMI and ROS. Modelica Conference, 2019.

CR/PJ-ROB CE-RSE | 2024-06-07
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Software Engineering and Verification in Robotics at Bosch
FMI-Adapter for ROS

fmi_adapter node

My MOdel . .qu

Subscriptions
Input vars
Output vars
Publishers

/

Parameters

Parameter server

$ros2 launch  fmi_adapter fmi_adapter _node.launch.py fmu_path :=[ PathToFMUFile]

51 CR/PJ-ROB CE-RSE | 2024-06-07
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[0 Files

¥ rolling - +

Q, Gotofile

> [ .github
I v [ fmi_adapter
v @ doc
@ high-level_architecture.pptx
D high-leve%?rchilectureﬁwith,a..‘

D high-level_architecture_with_f...

~

B include/fmi_adapter
> @ launch
> B src
> B test
[} CHANGELOG.rst
[ CMakelists.bet
[ READMEmd
[ packagexml
> [ fmi_adapter_examples
[ 3rd-party-licenses.txt
CONTRIBUTING.md
CPPLINT.cfg
LICENSE
NQOTICE
README.md

codecov.yml

ODoODDODOoODDO

dependencies.repos

fmi_adapter / fmi_adapter / T Top

The fmi_adapter package

fmi_adapter is a small ROS 2 package for wrapping functional mockup units (FMUs) for co-simulation of physical medels into ROS nodes. FMUs
are defined in the FMI standard. Currently, this package supports co-simulation FMUs according to the FMI 2.0 standard only.

FMUs can be created with a variety of modeling and simulation tools. Examples are Dymola, MATLAB/Simulink, Opentodelica, SimulationX,
and Wolfram System Modeler.

Technically, a co-simulation FMU is a zip file (with suffix .fmu) containing a physical model and the corresponding solver as a shared library
together with an XML file describing the inputs, outputs and parameters of the model and details of the solver configuration. An addition, the
zip file may contain the source code of the model and solver in the C programming language.

fmi_adapter_node

fmi_adapter provides a ROS node fmi_adapter_node (class FMIAdapterNode derived from LifecycleNode), which takes an FMU and creates
subscribers and publishers for the input and output variables of the FMU, respectively. Then, it runs the FMU's solver with a user-definable
update period. This approach is illustrated in the following diagram.

. Param: _fmu_path
fmi_adapter_node
ROS node provided by fmi_odopter package

FMIAdapter

C++ class in fmi_odopter package

i ... create_dllfmu ...
Subscriber FMI lerary
www.jmodelica.org/FMiLibrary

Subscriber

... One per FMU input getAllVariables | d——l fmi2_get variable Application

variable timestamped input values

setinputValue - mpp | fmi2_set_real FMU

A zip file with shored library
ond XML-based description of:
- input variabies
- output variables

Publisher with given step-size - parometers
: : > getOutputValue | e—— fmi2
Publisher P : _B!

... one per FMU output varioble

Timer

... with parameterizable period fmi2_d

The fmi_adapter_node also searches for counterparts for each FMU parameter and variable in the ROS node parameters and initializes the FMU
correspondingly.

For this purpose, this package provide a launch file with argument fmu_path. Simply call

https://github.com/boschresearch/fmi_adapter




Software Engineering and Verification in Robotics at Bosch
Generation and Randomization of Simulated Worlds

Partial randomization for skateboard,
shoe and bag models

Musa Marcusso: pcg_gazebo pkgs :
A Python library for scripting and

rapid -prototyping of simulated
Gazebo models and worlds . Talk at
ROCon 2019. vimeo.com/378683294.

CR/PJ-ROB CE-RSE | 2024-06-07
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https://vimeo.com/378683294

Software Engineering and Verification in Robotics at Bosch
Deliberation (Decision Making)

Lessons learned and best practices

A Separation between operational modes

The most complex layer since everything comes and deliberation

t,ogether: A Carefully choose between preprogramming,
A Intended tasks planning, and learning

A Contingencies A#| RGEgHEeGe &HT gT hAg
A System-level errors A but accept additional skill-specific

representations and inconsistencies

A Use of verification techniques

CR/PJ-ROB CE-RSE | 2024-06-07
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Software Engineering and Verification in Robotics at Bosch
An eight-year-h Ge T Ggeeée 7

Planning

Executive

I
/ /
/ 1 /
I} 1 /
/ : /
I /
g Y / / 0 N ’ /
VAR \\ / | AN N / / 1
/ \ ’ 1 1 I

Finite-state Scripting language / Task/action Knowledge-based
machine DSL hierarchy approach

A, Ege §l-graph-€EERE e IGREERECUNIREREY
A Emphasize task-level learning!

+ Fast

+ Scalability
+ Simply recovering
+ Concise modeling

d Combinatorial explosion d Profound expertise required

55 CR/PJ-ROB CE-RSE | 2024-06-07
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An Overview of Domain-Specific Languages in Robotics

initiated and maintained by A. Nordmann, N. Hochgeschwender , D. Wigand, and S. Wrede, updated on May 8th 2020

This page provides an annotated bibliography of domain-specific languages in the area of robotics and automation technology facilitating the exchange between people interested in
applying model-driven and domain-specific

languages (DSL)' idea and (on the long run #pub”cations per subdomain

Practically, we aim to provide not only the & 1 50

links to documentation and software if publi ArChIteCtures and Program mlng

general, have been conducted by Van Deur #pu blications: 101
interchange of Eclipse/EMF-based languag

For a survey including a more detailed anal 1 Q0
and Languages in Robotics®, Journal of Sof

kS
7} 50
©
a CD_
Il ()
0.2 < o — N B
.20 - o . e o o o N o
g%— ts_%%; \6JSQ2$S\ (yi(\ \&sﬁa qbef\ \®S§} \bsﬁé ‘%cfﬂa ?5(5\ <z§§35
803 &8 UgEs ® 3 %
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P22 O 50 > 2
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' ADSLin this context is a "focussed, processable language for describing a specific concern when building a system in a specific domain. The abstractions and notations used are
natural/suitable for the stakeholders who specify that particular concern” [Voelter]

An impertant DSL is missing? Here is how to contribute! When using content of the Robotics DSL Zoo or referring to it, pleace consider ciing our survey paper:

@article{nordmann2@l6survey,

author = {Nordmann, Arne and Hochgeschwender, Nice and Wigand, Dennis Leroy and Wrede, Sebastian},
journal = {Journal of Software Engineering in Robotics (JOSER)},

number = {1},

pages = {75--99},

title = {{A Survey on Domain-Specific Modeling and Languages in Robotics}},

volume = {7},

year = {2816},

https://corlab.github.io/dslzoo/



Software Engineering and Verification in Robotics at Bosch
System Modes

"8Gged8T EITghH ¢ 27

g
2 2
pub/sub, actions, services

Missing abstractions for: l

- States and lifecycle
Naming
- Parameters / \

/diff_drive /left/arm /right/arm

CR/PJ-ROB CE-RSE | 2024-06-07
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Software Engineering and Verification in Robotics at Bosch
System Modes

1 LAY \c\\ ‘
states, diagnostics, parameters pub/sub, actions, services
I | W
.. . ] \ \
Mlssmg abstractions for: 'l \‘
- States and lifecycle 'l \‘
- Parameters H \
- Diagnostics ,' ‘\
[ \
[ \
!

/diff_drive /left/arm /right/arm
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Software Engineering and Verification in Robotics at Bosch
System Modes

Missing abstractions for:
- States and lifecycle
- Parameters

- Diagnostics

CR/PJ-ROB CE-RSE | 2024-06-07
59 BOSCH




Software Engineering and Verification in Robotics at Bosch

System Modes

1. Modes for lifecycle nodes
- Preconfigured parameter value sets

2. Hierarchy

- Recursive grouping of nodes
into (sub-)systems

- Same lifecycle as nodes

3. Modes of (sub-)systems
- Mapping to states + modes of their parts
- Inference upwards along hierarchy

Ralph Lange and Arne Nordmann: System
Modes - model -based run -time state

management of large systems. ROSCon
2022. https://vimeo.com/767165876.
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https://vimeo.com/767165876

O l' Example for Classical

Model -checking with Spin

Christian Heinzemann and Ralph Lange: vTSL

@ A Formally Verifiable DSL for Specifying
Robot Tasks . IROS 2018.

BOSCH



Software Engineering and Verification in Robotics at Bosch
VvTSL: Motivation

-
,'1‘:‘
Planning d " ’
4

Executive

. .
** *

...
L 4
L 2
o * - ‘%
* [ ] ..
L 4
L 4
L 4
L 4

A" K
_ SLAM LineDetect .
Skills v
Camera
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Software Engineering and Verification in Robotics at Bosch
vTSL: Motivation

|K s z Custom
(sub)tasks

How to verify?

Platform -specific .constraints and rules
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Software Engineering and Verification in Robotics at Bosch

vTSL: Motivation

FindLoadingBay

MoveLinear §§ DetectLine @ DistanceMonitor

64 CR/PJ-ROB CE-RSE | 2024-06-07

while({retries < maxBetries)
[Statu=s moveStatus, Status lineStatus, Status distStatus] = callfor*
Movelinear (speed) , DetectlLine(<< ... >»»), DistanceMonitor({100);

if { lineStatus == success ) then
setGroundCameraState (false) ;
return << ... =>;

else if ( dist3tatus == successz ) then
¢ failed Lo detect line -> drive back and Lry again
speed = —speed:

end

retries++;

end

setGroundCameraState (falzse) ;

BOSCH




Software Engineering and Verification in Robotics at Bosch
VTSL: Overview

. C++ code for
code generation .
task-tree library

access

Constraint
specification DSL

translate to

translate to l

Implemented using

refers to

AJetBrains MPS
ASpin (Promela)

Formal model for . . Formal
. ) - \/elify against . )
verification specification
BOSCH
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Software Engineering and Verification in Robotics at Bosch

VvISL: Language Conce

Fully automated transformation
for verification tool d omit
feature if not translatable

Task tree semantics

Principle of decomposition as in
Task Description Language or
Hierarchical Task Networks

task: | (transport ?p)

preconditions: (at ?p ?x)
(destination p ?y)
(available-truck ?t)

subtasks %—b\

pts

Expressiveness

Modern programming language
features desired d resemblance
with C/C++

Synchronous Programming

Concurrency inspired by Céu,
but not the strong determinism
of synchronous languages

(dispatch ?t ?x)||(load ?t ?p)||(move ?t ?x ?y)||(return ?t ?x)

Image taken from DanaNau& 1 EGs7¥ 31&-.RT7 A &2,
Journal of Atrtificial Intelligence Research, Vol. 20, pp. 379-404, 2003.

CR/PJ-ROB CE-RSE | 2024-06-07

. GEHAgHARg 1j71&¢gj¢

par/or do
await RETRANSMIT;
with
par/and do
await 1min;
with
<send- beacon- packet>
end
end

Snippet from Francisco SantAnna¥ 31T TTET 1T &e
Synchronous Reactive Programming with Céuj ¢
Proc. of 14" MODULARITY, pp. 29-40, 2015.

Interfacing with skill layer

Interface with ROS and provide
abstract replacement model for
skill component behaviors

Source code generation

Task trees should be directly
generatable into implement-
tation for the robot

BOSCH



Action FindLoadingBay

action FindLoadingBay (<< ... =>)

behavior normal
setGroundCameraState (true) ;
uintd const maxRetries = 3;
uint8 retries = 0;
double speed = 0.2:

while(retries < maxBetries)

Movelinear (speed) , Detectline (<<
if { lineStatus == success ) then
getiroundCameraState (false) ;
return <= ... =>;
else if ( distStatus == success ) then

retries++:

end

setGroundCameraState (false) ;
fail;
end

function setGroundCameraState (boclean state)
SetBool srvQuery:
srviuery.Bequest.data = state;
query GroundCamera.activateCamers (arviuery) ;
end

end

[Status moveStatus, Status lineStatus, Status distStatus] = call/or*
=»), DistanceMonitor(100):

Action DetectLine

action Detectline (<< ... >>)

behavior normal
connect GroundCamera.lineDetectlopic as cameralmg with gueue size 1:
LineDetectMsg curMsg = read cameralmg;
while {curMag.blueComponent < &0)
curMsg = read cameralmg;
end on abort
disconnect cameralmg:

end

disconnect cameralmg:

return << ... =&;
end

end

Action MoveLinear

action Movelinear (double speed)

behavior forward execute if speed >= 0
Floated speedMag;
connect RobotBase.executed as speedMsgExec with queue size 1:
while (Lrue)
speedMsg.data = speed;
write speedMsg to RobotBase.linearSpeed;

read speedMsgExec:
end
end on abort
Float&d speedMsg;
speedMsg.data = 0.0;
write speedMsg to RobotBase.linearSpeed;

end

Formula to be
verified by the
model checker

behavier backwards execute if speed < O
assert (speed > -0.1);




ROS Message

EROS Message, Package Resource Hame: iros_robot
import Image

struct LineDetectMsg {
Image rawlmage:
uinté bluelomponent:

ROS Service

EROS Service, Package Resource Name: std srva/SetBool

service SetBool |
struct Bequest |
boclean data: /7 =

struct Response |
boolean success; //
string measage; //

g Ior naraware Sndaolln dlssnil

Component Stub

2kill component GroundCamera |

Advertised Topics:
topic LineDetectMsg lineDetectTopic:

Offered Services:
service SetBool activatelamera;

initialization
boclean cameraState = false;
SetBool.Request activatelamluery:
SetBool.Response activatelamBesp;
end

execute behavior
choose

[activatefamluery, activatelamBesp] = receive GroundCamera.activatelamera():

cameraState = activateCamDuery.data;
activateCamBesp.success = true:
reply GroundCamera.activatelamera(activatelamBesp, true);
or
{cameraState == true):
LineDetectMsg lineMsg;
choose
lineMsg.blueComponent = 59;
or
lineMsg.blueComponent = £1;
end
write lineMsg to GroundCamera.lineDetectlopic:
end
end




Promela Model

byte runningAction;

byte readyQueue[DISPATCHER_QUEUE_SIZE];
byte blockedQueue[DISPATCHER_QUEUE_SIZE];
ode generatio byte abortsubaction[2];

Translation and Model Checking

proctype FindLoadingBay(){

access byte childrid, childpidz;

{ //wait for run signal
(runningAction == _pid);

Implemented using
A JetBrains MPS

refers to

f/user defined action code starts here!
_FindlLoadingBay_setGroundCameraState(true);
#tdefine maxRetries 3

byte retries = 0;

translate to

A Spm (Promela) translate to
do
:: retries < maxRetries -= {
mtype distStatus;
childPid = run gen_ lambda_IR0S Gen_FindLoadingBay 1();
childPid2 = run IROS_Gen_DistanceMonitor({108);
callParallelsubactions(childrid, childpridz);
awaitParalleloRSubactionReturn(childrid, childridz, _, distStatus);

erify agains

(runningAction == pid);
if
:: IROS_Gen_FindLoadingBay_normal_lineStatus == SUCCESS -> {

ge Dependencies

_IROS_Gen_FindLoadingBay_setGroundCameraState(false);

ActionReturn({SUCCESS); }
mbeddr i else - { ... }
fi;
€ Language retries++; }
[ :: else -> { break; }
| ] od;
Core Behavior Object
Language Modeling Base _FindLoadingBay_setGroundCameraState(false);
ActionReturn(FAILED);
I—Ll ? f/user defined action code ends here!
} unless {
vTSL Skill Modeling : Classifier {(abortSubaction[®@] == _pid || abortSubaction[1] == _pid);
Language Base Modeling (runningAction == _pid);
q ActionReturn({ABORTED);
}:
Skill Modeling I
ROS ActionReturn(SUCCESS);
3




Software Engineering and Verification in Robotics at Bosch
VTSL: Translation to Promela

$spin -search -i MyTaskTree.pml

pan:1: assertion violated ( BenchmarkComponent_simpleTopic.registeredClients <1) (at depth 286)
pan: wrote  MyTaskTree.pml.trail

pan: reducing search depth to 287

(Spin Version 6.4.8 -- 2 March 2018)
+ Partial Order Reduction

Full statespace search for:
never claim - (none specified)
assertion violations +
cycle checks - (disabled by - DSAFETY)
invalid end states +

State - vector 668 byte , depth reached 286, errors: 1

. 97 states, stored
The Spln 7 states, matched
104 transitions (= stored+matched )
MOdeI CheCker 212 atomic steps

(spinroot.com) hash conflicts: 0 (resolved)

unreached in  proctype vtsl __ dispatcher
MyTaskTree.pml:618, state 8, " abortRootAction  =0"
MyTaskTree.pml:617, state 9, " abortSubaction [0] = rootActionPid
MyTaskTree.pml:624, state 16, " -end-"
(3 of 16 states)

unreached in  proctype visl __ externalEventHandler
MyTaskTree.pml:240, state 8, " visl i = (visl__i+1)"
MyTaskTree.pml:247, state 16, " vtsl i =0"

MyTaskTree.pml:1112, state 106
MyTaskTree.pml:1120, state 110, " - end-
(24 of 110 states)

pan: elapsed time 0.02 seconds
pan: rate 4850 states/second

CR/PJ-ROB CE-RSE | 2024-06-07




Software Engineering and Verification in Robotics at Bosch
VTSL: Experiments

Experiment 1: Scalability w.rt. Tree Size

=@==i{States, #Transitions
20,000 ——— Experiment 2: Scalability w.rt. Component Count
@ {{States = = HTransitions am@ Time (s)
15,000 —
10,000,000 — 100
I - w8 ‘
10,000 1,000,000 — - _ 10
-
’ /] - o~
5000 ——
100,000 ——- 1
0
0 20 40 60 80 | 10,000 0.1
Number of Actions
1,000 0.01
0 1 2 3 4 5
Number of Components

Limited scalability d in particular regarding number of components
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Many thanks for your interest!

Questions?

We offer I5hD sabbaticals!

Ralph Lange | ralph.lange@de.bosch.com | linkedin.com/in/ralphlangel/

BOSCH
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